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What is Protecht

A mobile application that warns unconsenting users of 

virtual assistant devices in their proximity that may be 

collecting their data.



Why Protecht is Important

Individuals enter homes, classrooms, workspaces without 

consenting to the collection of their conversations, movements, 

and other personal data by “smart” devices, such as virtual 

assistants.

Protecht relieves these third-party privacy concerns. 



How It Works
● When entering into a space, users of the Protecht App will be notified by a pop-

up on their smartphone that a surveillance devices has been detected. 

● User’s phones and surveillance devices are connected through Bluetooth or WiFi. 

● (1) This pop-up will also prompt users to “accept” or “deny” the terms of service 

of the surveillance devices OR (2) this pop-up will prompt users to read the terms 

of service

● Protecht users can open the application and find a device locator map, saved 

“smart” devices, and terms of service. 



Problems Protecht Will Address
Issue 1

Alerts visitors of 

when/how/what 

data is being 

collected by AI 

devices. 

Issue 2

Informs visitors 

of inconspicuous 

or hidden 

devices.

Issue 3

Gives tech 

companies the 

opportunity to 

protect against 

liability/privacy 

breaches.  



Implementation
Companies will be inclined to use Protecht because it will:

1) Potentially protect companies from liability/privacy breaches

2) Users and their data will be more identifiable



Protecht Target 
Users

● Smart Device Owner. The 

Homeowner. 

● Third-Parties: Individuals not 

living in the home. Guests.

● Tech companies. 
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Main Menu (Mobile)



Device Map (Mobile)



Terms and Conditions Popup (Mobile)



Roadblocks
● Would this application really give third-parties more privacy? Would it 

allow tech companies to target consumers even more?

● What are the legal and social implications if we allow third-parties to 

“deny” the terms of service?

● Would tech companies be on board to integrate this application with 

their devices?

● Would this lead to more security breaches/targeted hacking of devices?

● Is it ethical to collect and/or store data on the Protecht App?

● Is the Protecht App user friendly for those who are not tech-savvy or 

disabled? 



QUESTIONS?


